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Abstract: Big Data has attracted tremendous attention from all over the world nowadays. Its sheer volume, complex
structure and realtime processing requirements often obsolete traditional technologies when coming to provide suffi-
cient security protection. To address this challenge, significant research efforts have been carried out by the research
community since recent years. Different technical aspects of big data security, including encryption algorithms, data
integrity auditing, access control, secure data duplication, assured deletion, and secure search were surveyed, and
in-depth discussions on their pros and cons were provided. Various future research directions were also discussed.

Key words: big data, data security and protection, algorithm, search

oNE B, L R Ab PR IS i ik 3 100 PB
ity I HiX—E st e Ll H 1% 200~300 TB, H
HE 10% PR A BT K

1 318

Bl AL 2 A5 SN 5 AL Do R e, )Tk

WL BRI BRI NRBUA . 45F. 301k,
A AE AN R U AN IS AR SR, P A2 )
Al CARAEAT AU E SR A, HA
RIRR TR R It 4 BM geit!", B, (i
Tt ERERP AR 250 AL 7R . R Y TR

HAT, RH 52 BIBUFPLG . Tl F Ay
ARG Z RE A LA o 56 R BUR R K EK
P temar g “ RSB A, — A E KA W
K WA Az ] HOHR 10 6E K R — A B
ERASEITMIGRAL Xk B (6 oy A7 R4 1 R R %)

Y HER: 2015-03-09; {&E HER: 2015-04-02. BIE1EE: $fd, cryptjiweng@gmail.com
EETB: EEXARFHIESHETE (No.61272413, No.61472165, No.61502202); U E #h 25 2p ke 1l | 24 R} o 4 T 3k

LI HE (No.20134401110011)

Foundation Items: The National Natural Science Foundation of China (N0.61272413, No.61472165, No.61502202), The Re-
search Fund for the Doctoral Program of Higher Education of China (N0.20134401110011)

00046-1



<2 W25 5 R 2 A 52 4

W I AR R R . KB RAT A BRI i b
WAl 7y, LRI s 6 56 ) &
it 3z i i AR AT I AC. Bl dE 2009 4,
Google 24 w78 K EH J7 1 Bl 25, % 56 [E 2
PRI TTRR AL IL 540 1236501 Ak, (Nature).
(Science) 52 AT I T K Edi 6 28 5
I8 HLIDE A5 N SR 42 & 7 TR 5% W) R4k i
RIAIE FT J8E AR

FIXE TG B, KRB SV R aED),
BIfARE K (volume). JHJER (velocity). ZFF
b (variety). MEHFIH (veracity) FIE % A
(value)o KEFMBIAWI K, CLiLF PB
KA, RKWGIEE] EB. ZB, X B RN K Ak
BB . RIS HN, B8
ENGIE SRR E T SR R SN S (R S ]
MEESG M4y, Ho3Hs 2O HE DL . X
R IR AL AL 58 0 H s e A DR A T vk ek AR N
MR B A, 45 KRR A 70 R i ok
S ONINE 58

2 AHBERERIPHVIIHREFKR

2.1 REURELSFIFHE

a2 KB, 184 3F8A NN E L.
S L TR HY I R HU s S KR SRR A
W HE, AR R B R B R B
RN T a# AL, A BRI [R] I8 21
R AbER. B R N R RE AR T
WAMEE. SEgfdsmt, K8dERAm
FILAMFAER

1) fRER. B RS REHR M EEARE. H
AT, KRB AL G KRR AR TB ik
|5/ PB .

2) R TR KR X o TR G
P21 2 SRR E . AR IDC T, #2020 45
AERBE A oKk #) 352 ZB(1 ZB=210 EB).
TERUABE N St DR R E AR v, 258 A B R )
PN

3) 2R ZFEGE KRB N TERPE. K
BRI R 2R, A, JES Rtk
BRI R G . SR B S FR T LU =
YR LM RIE R RIE LI s AR E i

SETRANAE A e — 4B FOR R I HdE, &
FEE . S S

4) MEFRH o Bt B0 Oh M A R N 1) o
Kkl o

5) M B o KEH BHOR B A0 B4
P2 BT, T A I A A I A e
IR 2 IMERE R KB4 5 1 E R
2P S AR FERIBURF R ) B et
L

MR R, K HE T LAy 3 26050,
1) NZiG8h, NAEATEFH BB LGRS 8l HIBE M)
AR T AR R S 2R s 2) TR, &R
HHUE B RGN EER, 2 S0k Bl e,
Z AR ETE A7 A 3) WEEIE A, SRR
FRAEEAE, W SR R G RAE R & TR
WG . DU 28 22 G0 7= 26 1) g s AL
BT
22 R¥EELRELEFK

HAT, KERZ 2 E 22wy, Haes
iR BRI JLAN 71

1) WLtk

HHm L R SRR A AR A . Sk
ol IR FE ) B B (R R I o R T R B K i %
A, B R N A o WL B B N % A
AN BT AREE % )R
JE N RIS INE S AR, B A RN
W ORBAMOTE SRR . R, EAR T K
ST AT R RS AT B /N R U S5 A R nT R IR 08 L
el

EREYE T, B RS — N H
VB, SCRE QB ] 458 2R KB HH 22 A OR A 1)
—ANEEM. O PSR R e SR
BOCHEFIR, I B SR R 45 FHE P R
W% HAT, X5 A AR T AR B SO
BOMIE 2R SR A R A 2 G i R 5
BeAE . AR B, P T KA
B 5 SORGE I 5 i 2 Ja kAT, X
P PR

2) SeHEME

H s 50 B T FRE S A 1 2 DL BT
AP EE A, DUORUE BB B 1 B S

00046-2



3 4 1 BIUBEE: N 2R BR SR *3-.

AL RIB WG 58 4 — 20w DR B ) L S
Mo fERBIRAEEF, ZRATER. K,
F P it B A (1 58 BV AT B . I R AR
4 5 B M B0 U U e 2 v O e R R 50 1
Jiik, HREMAEAS FEH S BRSO, X
AR s b VORI 55 45 8 1 Pk A AL £ o 2 o
Bl 1 56 B AT B0 AIE o Wb A, 5 K i b )
e, SRR IR AIE 3 EORIE TR = R g R4
MG AETE . AEIXRRE DR, A DR 2 AL 2
SR SRR R R H

3) Vi

FERRBR KK 2 A, 2 1 ARVE L X
FEBBU B AN B SR UT 1) S A A SR
BREFAFHERAE, LUK 42 SV 1 Uy
AR o PRI, REFL P (07 IR0 AT AT A Rt
EE KHE 2 R (1 — A B ET 1

3 RHEEREFRIPEAFRERIIAKRK
FEEY

3.1 mEHEZE

h T R R (PR UEE 1, A5 o o R 6
BN . 16450 DES. AES 20 FRnss T-B,
AR DRUE S AE At B0CHR 1R I e o ., (R L3 AR
B E A, NG KR P B ORE s 5
W ARSI RSA SEXTRR N F B, HARH
G TER, AR ERR, ANEH X
AN 38 K IR B AT e 2 o Sl n & 8 n T
THEITRY, HLR T £ A AL, T
E T E I IR o Rk, TR D g % oA
BSR4 R E s 2 A R ER ) — AN EZE
Ji 1)
3.1.1 EMHmE

Shai ZEPHR I T 55 1 M@t %, A8,
AR B ARG M P R L & i
H LA B I, 7 A R i b A5 B S
. 1RV as b2 NEME, 2K
B av c2 NEVE, A — 0% SO I A
JEYEER A a B b, WA 1A 2 #T LU
BB [FIRE, AR SURR R (P R A B K A
a flb, WA 1 Ay DU B S, T 2 eik
iR I35 3. Goyal 25U MR HY T —NGIRLE D7 1]

P R AR N2 7 565 AEFAH G P R NSRS
HA Y P B PR AL RIS, B A W LAk
52, NI e 1% 07 2 0] LSRR S 1)
A SR T AR Yu SR T
ANz ALY RERGIDRLSE D7 [l 425 1 1) Jeg 2 in 2 T
o Li S5 — AN SRR P o (403 U 1)
I JE N T %8, FORIT 1 R 3 rh ARV
EHILE,

Bethencourt 251HRHY T % S0 1) & 1
T, BN EIE IRAAE T Y, T2 R
RGBS %SRRI KA
AR, CESCERTING,  HJGHE O P Y
IR o 2T IER B AN B R AL, X
JoE P LA e ST I 1 it s AL EA T4 B . Chase!™!
P T — D20 RIS RS, B MEAL
HROLVE BEAN R R SR R . 2 s PR R Bl e 1
AN SRR N S S S B R A ) R Hur 250
PR T IX a8 I A A T AT RO T R A
2, HAEH BT EGIN T PR H 1) 1 4 %
EHITE,

5T V0 B RN A A U S LB R O, T
W B A RGN IE 5, R ) N RIS )
FEIR LCRL S T (A 0, 3 40 v B A0 3 = ik
55 $R At B AT Bl T ol 2D B3 Al S 8 i ) S
Green S5 T —ANJ@ PR s (A Mg 5 %,
P50 0B AR I S R R i R
— N [ ElGamal fif 5% ) @, 2% H AT 2
— IR BB B 5, R A Rk R £ i ) A v
HE

REHE & PE NS I E A, AN
FORA G, MUk SxE S mE. B
s 5T T M 1 85 SRV T I ) 52 2% AR v
A3 0 % 7 XA R T N ATz .
B A KEE T I B — 2RO, NS SR () )
(A 52 % P gk — 20 PRAIR,  J Pk I s . FH A R ok
()R E
312 REEAE

ARELE #5775 (PRE, proxy re-encryption)
F5 VR =T OO B I T N S IR S,
AR A N ICINDN I R I o N I B
JE S0 AT E N W — B m AR B 1 R

00046-3



<4 W25 5 R 2 A 52 4

6) fif I E B AR Ea->b I 25 Kl

3) FRIUH P bR A4 &

Fifa i
1) A BHEC A it 8) 48 AL BISbR R MR
4) HE 7 AR GHEa->b

B ARBEE IR iR

1988 4F, Blaze 55 H T8 —MRHL N
WIS, I BV EE AR R R
I TR B SO 0 B 4 52 3 T LR o (1
3, (A AS T s AR WIS R . Green
USSR T Bl I 5 0 (R QB I o &
(IBPRE, identity-based proxy re-encryption), i%
J7 S LA o — B 03 05 B A2 5N
&, HARNE ALtk AR A
Mizuno 25"} IBPRE J5 SRE1 ek, ik T &
T 8 S B R R/ ek 1 AR B 45 [ i
ik B 3L H A R Pk £ W) SC il (CPA,
chosen-plaintext attack) [{JE /] . Zhao 250N i
TP RPN B, BRI 7 K
RE W X 4 SC 2 FERLSI I A10RE S5 1) 70 Fe A5l . W
A PGS HY T 0 UEAD () AR BT Jon 8 4590k DL %
T B0 S PIHTE PL. Liang 5P HF9Y 76T
3 (R Sec ACRE E N B AL o

Weng 25 PV HH 10 4 0 AQHL 3 0 % 7 %
(CPRE, conditional proxy re-encryption) 5| A T
Dyt IBLR, A N P AR A
PRI AL I, il A A B SevF . AEUEIEAE L,
Fang ZF§2H T SCHF QB 2R 1) B 42 4 AR
Ty P RIBOR 4 AR R s Oy Y, 4R
BT SEMHAT AR . Chow ZEPOMR M BEHLIN 5
HUBERL R () B ARFREE N 7 % Lan 527
P IS WU XA 0] S B 3 HY 22 45 A RAREE
HINE TS HAr, KA T E RS T
REETAAE, ARG SR AT R S A (0 2 AR
N HIEA T DR

313 F&mE

[N (homomorphic encryption) 2*1i&—Ff
e, w8 SCischy e AR K s 55 19 20 n %
MR, BXUSCRFERis a8 R_ R AN
AT RAJG T R HO A T A T S A R A, B dmny
gk R RS, WIRA L Af okt His
ML E AT S — 7 IR ). Rk, [R]
A Ll e &Mtk .

2009 4, IBM 5T 5 Gentry ™ Mifi ] «FAH
1% (ideal lattice)” Ha3 T Ax[r A4 & s 5.
%7 FAHE 3 PR, 1) M2 BRIAIS
sk, R EESCRE SO 2 T s 5
2) WfiEm e “ATHY Rk 2 0lss; 3) #
2 MR IS I AR A A I Sk . 07 5%
WSS, B EBr N A A TA] o 7
SRS E, Smart Z5OVR] o R A B T
MNERFSIME TR (TR, HFHIEE
KRN RS 7%, Gentry 25PY
4 R-LWE [ 8 B v — MR T AN 22 T
% (polylog) MISERFIAINE T %, 25, Gentry
ST — A A R AN E L. R ETR R
WHEHR 2 BRI RME, DA s, Xesese
(RIS s 77 SAE T W SCH T BRI BT R-LWE
I i, Brakerski £ 2 1 T —FET-brifk LWE i
BN RSB TT . &7 E w24,

IR 5 4 RS I T SR A A AR T B AR
(18— A i) A A 8 B SRR i i, X 2 A
e LRI L )1 B850 0 1 IR M ) et Oy T A
F e A AN T Z A, GentryP VBT
WPVE SR, AR e A AN T R %
A M ST A L R SRR [ 23R B AEUASS o — e
IGO0 B R AME 6] 3 1. Brakerski 250P9JET
Pt LWE [ /v T8 58 2 RS N2 07 %6,
T A R A, Dy LWE  jr) /Sy
Ly e N AE ) {8 . Lopez 250 M H T —Fl fo i
ZANEYZ HW RS INE T % T ZET
PRACAG,  LUALGE R 58 A [R) A N85 7 5 50 205
SH .

SR B A R N AR, Van 25857
TEREHOA LB T — B e 2 AN 77 %,
Hz VRO T R KA LR . HH T Van (1)

00046-4



54

BIUBEE: N 2R BR SR <5

J7 AR, Coron PR T — ANtk Jr .,
T EHAREN A, BT RRrT
R AL G by T R FIEER L 5e 4 A&
%, Cheon 25 T HEARFE 52 42 [R]85 005,
A MRl Ca I R EIMEB IR VS NN A
I SR C iR P KA ZIE i) i

TN B SR H A e A 5 L i ik
filto  THDGE I 238K K, I I S AE
AR PSS A EHENAL.
AR, ERFSINEFEENIET LWE [
R P8 5 I 25 00 4 ST AR R R e 2 A 1R 1Y)
TSR, (R ST A T K R AR I 4
HOsH, KRR T HdRm B sex. Wik, #
TSN 1R 25 0 S8 SRR 9 O EE B ]
3.2 EEMKE

MR B mim 2 5, Pt T
Bl PR P e S, W = )
ST, PRI SCE R ., B3,
Mg A ) R ) e T 7 el A L AR R R A
2, HIZJTVEANTEL, DA A EERE 9 K ) 9 44
B, FERE Y s AR R YEr, X
iy KA 50 2 T AT A B0 T AR S A = O ok e
Jleo ARHE AT VIR ISUAER, AuT B e
VRSN EE AT LA 2 2 UG ¢
HWE () PDP PSRN L VIR A K8 1) POR #1i%e
Ky e B RAE K — B R B 2 o

=

<ij T :>H'IIF
Sl

K2 e S I uE (K — et i 1

Ateniese SO T TR A RO K FE

(PDP, provable data possession) PpiS. 1%

FEHET RSA MW, ‘& se MRS ERENLR
FEAH N (B, I A2 e A 2l i A 2 k3l

% P e — e B 1 oo, IR oo
KAHUESE AT IR o (T PDP WS 1 f5 F A7 it
JFRSEK, Wang S T — B 1155 =5 56
UEMK] PDP 030, i S F T AU Pk R A
TR O HE . Zhu SR T S R RO
BAABARI S =7 SAE PDP P8 12 B sl XL
LEMERCXT AR FI Index-hash 2,  FVFTCPR kB
W i) I BE 8 CRA BRI A B FA . BT
(RIS FIE A TR, Yang 2515 VR) Xk PE I
X RE R WUE T AN s A =7 # vk PDP )
Wo M BE N P ARAE 24 22 0 IR B e 204 T
HEEALS:, SRS BN A ERAE A T LA ik
AT PRI Bk A o

Juels Z5EMHE AT K ZAEY] (POR, proof of
retrievability) B, PRS2 A AL HA I
SV UE AL A PR Tz R 25 SO e 3 P R ] ik
BVE. ARzt BRSO S ] B A G b
HEr=A X NAREE, G i (1) SO bR B A7 7
M55 4% bo 2 FH P BRI ST 4 LI AN SO,
AT LR FH 24 8 0 e A S0 ok Wk B R G SO o A
POR J&Aili I+, Shacham ZEMMi i T —ANJE T X0k
PR M0 38 IR B 25 44 T7 58, SCRPJE R OBk ik g
. A THESCE, Dodis MR T —Fh fRVFES
7T POR PMSLo IS T IR A SO+
AR, ARVFEBRIRERE A o A T SCRS B 13
SHEAE, Wang R T - ANETREEA RS
POR ¥, fEIERY F, Wang 25 —AN f
VX 2B A A 2 1 B s 24T b A 56 1K) POR
L, AR LS AN e ORAP AR AT 2 IR B A o

HAT, KEs o8 B A L IE AN e S H AL
HENA&Z . 5 PDP FIEMLEL, POR L A%
BRI v e RSl i SO PR R TS & 44
P A2 A0 1) POR SV 2 KR 2 4 R 1
WU . IBAh, Bl v Re e T AN I P
B ALK, BIFIE SRR 2 E RO 58 3
P A A 0 T A A R K B s o M R P I
()R e F
3.3 el

Sandhur 25 H T R (AT [ Crole-
based access control) 753, AN IR T AN [F 1)
Ui ) P TIASCRI o 5% 2 g RS s 1) B 25 O B

00046-5



<6 W25 5 R 2 A

2%

Ray 5P 11 T LARB(location-aware role-based)
Vil ¥ #l P i, 7 RBAC (role-based policies
access control) [FJEAl E5IN TACEAE R, Eit
FH P AL A W TP A B AT Bt U7 il AR
Zhang 25P U LT JURE I 28 RBAC Vs ) 4%
TR, Ay In) 42 1] SRS 1R A TA e ) 43 21 3 5,
[l N RNy AR N R i

HETJEPE R R #H] CABAC, attribute based
access control) PUEIEIT LA HIE K AKIENE, W
P JatE. wREYE. HSEEIESE, koA
(107 BB - AT RBAC LA vty , ABAC
W& e A7 A e, DLSEI SN 4iRL s (1) 95 i)
Peille AEIET 3 SORMER NS LR 1, Sun 255
et TRl e e vy T, RIS S
PAIFAHIE A S S AR T8 et 25 g ke
ArvF . Ruj PR TRz T KR
SRR A PR AP FNOAUE 1 U7 1) 428 TR SR o 7EIX A
NEZL R, B0 A7 4T 2 o 2 w0 AT UGIE,
T UE L 8 2 AT DAAE 253 0 504 10647 ABE, I
AT -

M P EE R AR, A2 T
ZN A VT AR o BT XX AN ) 8, Liang
AEISTR A B A 1R U5 ) 5 R i, %07
VETE E ACBRAE 2 S0 — iy [ 25 AL 25 A8 2k )
—Fh U i) SRR, LAk BIRRCES Y B 1.
Hong 25 S [] CP-ABE S92 F1 A 351 & Gk
SEIVEE ST AR, T EA R, Bl
FATIRE RS2 ORI BN ACH Y o Yu 0 T
— AT CP-ABE Bk M@ MU 7%, SR
e 2= IR 55 B R A AE € PG BE ), Bl &
WS> TAEZR AT = RS AT . R 1, Yu
2SR T —FhIE T KP-ABE R [ 4106LE 115
g ofil,  FEAE ST BN BRI T AR H
FUREALE

ABE {EBAII iz, F P BREAS J& 1 1) %
B R4 AMH, IR 25 BN A s AR
L2 TAEfAE, ik, Chas® v 7 2880
Ly BER AR AR ORI IEREAN PR AT
JEPE RS )R, IS AN R O R AU R
BRI NS ANRB0e FERET Z RO
JEMEINEE T, AR A O B I 2

ANEvE, FERBREAN BTN A = H . A TPk
LAV GEAEE VT R B0, Yang 2504 H T —
BB Z 47RO [ IR . AR
o, RS AR HUE AR R AR 45 AN F P 2 O ME —
(R B DRAE AE — R4 BR IR AT . RAT I ik
P2 R MU AUEIL () AR R A A B — e R AE
FHIS A B At AN ORUE S 1) 22 . 75
CP-ABE [JEfit b, Liu 250" hn N\ @ ks
Ho BT —MZ AR R RS ) T &
% FE D E A multi authority , 2R 5 B JE
authority 1 FH/R[AIff) CP-ABE 5%, PLSZHURL KL
J5£ (R T 25 1 o

KEHEAE 25 A G U T 2y R P ke 1 ] Ik
AR T HLE. BEE REAR I RIBIARIE K, Jf
FEAN RIS N, A 5 2 1 38080 AR AN [R) &
Gerpm L, WEURT ARG ) GRLEE U I 45 R
BAEERE. HeAL, AR, AN R ) )
RE 2 T K EA BN, W2 Z A2
22 4 TR U5 ) 428 1R B A K 22 AR s Uy el 2
(ks TN Y-y P
34 EXHIEEESWEMRR
341 BEIXHELEE

FfitfE o KB AR Z EEM ., TR, A
T AR TR BRI RAS S 5 Al I B

(data deduplication) 35z R F M B AE Z 3 (KK

HEEH . I, BRI e
SCAEAE,  ELARIRI R ESeHE o Bl I A [m] (148 3
I, ARHERR 5 Htts ) 780 3 52 ) 2 s 2 A T N
B B SO 25 B AT TR A 2 4 sl B
NIRRT, AT LA A s A H, 1M
A RLY > W 2 AR AR R B, R4S Y
TR, AR KRB ISR AT S A R i AN
B RKoA7ft] 7 (Wl Dropbox. Google Drive %)
X AR EOR A AR A

Douceur 2 CFG1 P A H T e S50hn 4 1 4
o, WHEEEE R EEMELE S, RGN
R A I, K ORIE T AN A P 3
(R AH [R) B4 ST ¥ 7 A A [ ) %% 3. Storer
AT T — B Tl SI0hn 5 5 3 i) T %
AR A o ZBAE LAY FAH [F] 1) 0 25 462 2
KA AR R ()2 SCH DAk B FHAL e A 4L

00046-6



54

BIUBEE: N 2R BR SR <7

M B B AR AR T A58 19 H 1 - Bellare 251
Pl T BB E N# (MLE, message-locked
encryption), HAFUE SN2 1) — b ik,
IFEEHT MLE R824 SURI e 8, 8%
1, T AR JEn] P £ B S 72 () ) 18 52 2% 4H
B W Bl L, Bellare S T AN IR
5484 B MLE 77 % (DupLESS), M#id 5| A—
AN B RS54, R ILRAR R A B - 4R
BRI, IS B K2 H 2 [ EH . Li
LTSRN T S R B e 2 25 T (0 S A A A7
Ji% (DeKey), %IRRT FH P i SHAF i T
Y. Feng S T S RF 22 90 15 R0 400 1
G REITE (SecDep), X A AN Bk 2
FLHCR AN ARG, A R B A ik 12
IR

B SO 25 R KB 2 A R AP TR B2
are HET, KEE 2 S 2w R R
ez 773X, RIS A ] %) 25 B A ] ) s
Ins = HE AR R3S WEFULE— e in s 77 rh
SCHE 2 R R A R I A
3.4.2 FIETEMR

AR ]SS T RESDN €/ T - o7 TRk 5 N
IFFTR AL KRB A =om iy, S R
BRIBA T, WREASHE = IS5 i B IE A, e
PR OR R, AT IL TR B (0 XS . f248
VERP A w2, et
W AT I, W S MR AL W T P AR
MRS, — B P 2, IR aqr
TEEHR R pl ittt , il vttt B AN REAE 2 01X
INFIR] R, NI ORGP T Kt 224

TRZ A7 fik R GR35 (0 7 VR SR ),
A TTER TP B A A BT P . — B
P8 R 2 T R B A7 O i ) BR s , SAE
FETAAAE A o0 )75 6 M R 7 R AN e A R 7
3R o Pertman'™ 4 VR T 3 i 1) (0 50308 1T {55 )
brI7iE, ZITERE SIS MR, IFAERE
I ) G ARG DT, 52 250, Geabasu 2507445
P B I ) AN PAFAE M 2% AN R L, TF
T R 58 I 1) J5 0 B, DA S I 2804 vl 45 M B .
Peterson 52 Hy T 70 $icdi B J2 SeBL B 6 ol 4
MIBR BT, IR A B o e Bk

ety — MR Y, REE Iy,
B KEHATT A H 9. Cachin 2571 P
W KRR EEAT] R A I = BRSNS 5
RSB T S 1) 224 B v A IR

i1 KR T A A =, I A7 0
AFAE 2 S B R A5 IR, Bl vl A5 I BR AR
FE KB 22 2R b2 o0 S . BT, Hidls
S MBR R e P B, R 2 =7k
MBRABEHAR LI . A2 RIS, AT e
T FRY A5 A R 2500 T A I e A R K 0 22 4
PRI
3.5 BEXHEER

KREAR A UL SO X AFE A =0, X ATEL
A ARSI AE . RSk, SR o Ty
B, RTDEIEELH, IS SRR,
h T AORBE i B R P, TR R A HOR
(searchable encryption) Vgt T Hisk, %A
oK SIS B S AT RS AN . B SR )
AR 3 P Bln AT 0K n % I i)
P LSO N AT R R 5| A 2 g, Bl
FBE G ) 2 i S 20 SR IF A BRI BT ]
B 2 i AR A CHEFP S 110D R R4 R .
IR T IR 2 i AR OF ICGIMEAT SR R ERAEAT K
RAAME R BT, FEM R INE AR /)
2 B NIRRT RINE R (symmetry key
cryptography based ) FlIEXJ FR o] 8 2 hn 2 A
(public key cryptography based)

S
W/
&5 g ms
P

fifa ax#é@i&ﬂ%n
1) 4 AT 2 i okl
LBk 7) AR 2R 5 4

B3 R R
3.5.1 XARITIE & mE

XK AT SR B B 32 2 i ] 2
PUBBE L e R g1, e HAR R O 2

00046-7



<8 W25 5 R 2 A

2%

(B fE AT R I AR SR, B dmIia ok
B AR, AT 5803 SOk % - Song
U 3o Jin s Bt b p i ) R T 8 A
BRI Curtmola 2 g AR T AVFZ
ANH PRI AT R RN S, ARk
TERC B S AR R AP i R AR AR . 7EUEIE
fiti b, Van Z5EVOHR T — Rl m] 48 2R (0 B s 5
W, SRR R, H AV R T
o 2 AR 4% v 0T BE S S BR 2 i n s K i
Kurosawa 2775 T Hi ¥ ah Boki i T 48 & 0
PR sk, g T —/ Nl A A A
WML I TR 2 R R T K, Chase
2t U8) s SCTT W] 48 2R (1 5 ) A 6 R 8 A3 R A
NSRS, IFSEEL T SEHR 2 B AR AR (R s
FEEFERE 1, Ballard 257 ) AR 23 5 R Lk
XA o0 HdEAT e

XEFR AT 48 N HE R R e s s, kS
RIS T 55 5 SR K S R S R B,
N T PSSO R, Lu SR T AN
AT AR RN L, RS BRI BN HUN ) R
Strizhov 25 Y T S04 20 OB (K M AP 2%
M, AR N 8] 5 SRS B 2 TR AT
eMER R IR Ty SR N —H i s B g
AR RG], AR RE A1 LE 2 i AN [R) 47
W by s —E R R P A i () &R 5 s S
BRI AW AHY R IR0 . XHZ R, Liu 25
1T MDS-SSE vk, ZHEE SRS EERE L
Srac iy AR 1
3.5.2 AEART I KA E

JEXFR T N 2 BOR SV A ik DA
BN R S O], T A 2 R AL
FATAE AT TCLTE AT R, IR AR IR 45 g5 AN ]
15 5B Y B — 2517 . Boneh 25HR I T A
1 ANEEXFR T RIS 505 . a5k, AT
PP B AR LA ) iS5 2s S AN s, (H A
TR FAHI H 2 A Bt R 3 SO AT R
SR Z SIS L — B, Abdalla 255V XA
v 0 ST AR AR R, R T —
AFR SR T SCHR[84]h 7 TR B AiliE,
Back 255 T — AN TR A NS % . %
ARG LA, HATEZAMiE, 75

BEALTI S B Tl B2 e 1. oA T I BRBEL
55 HL, Fang SO T B AR N RTE 2
AT ) TR I AN T % .

VI HE ORI E el I EE o N UE
Bellare %S e YN (DE, deterministic
encryption) FRIMES:, RIXS T [F]—A 2 BHFI ] SCHa
t 35 SRR R] - Boldyreva 250958 T i il s
s S, VS I () B YA A M R B
P T 5 PR 0 25 SR R I 2 O A, T
A5 B8 TR ) 22 S50/ o DR T i e il o P D 2 Bk
(LR, Mironov 0V R HY T 19 R o
PRI, 25 HY A0 Aff o P im0 2] 1
E PN IR R R

IR RS FR T A R N R A SRR
WIEE. Uk, Boneh Z5PNUETF T ARV SCHEA L
B FEEEREHENFR T R I % H % . Katz
A I2LER L T B R MR AR I A BN S B
ESEESCR AT EATHUE R . 20U AR
K =R .

RE PR 45 LA SO AP v, T 58
WX SO (1) 2 AT o, AT E s iR
B FOHG B e SCRE 2 A A B35 R AAH S EHE
J¥s LA — R T R IR FORE R, HAR A
IAELLE 3 5o

1) RPPR AT 2R I3 B R PR B rh,
MR vERe & N, Holy Rae s 2. Whasche
ZRMPE R, WMEEHRMAIT M RE, &k
R R E e 2 AR AR B R T

2) YETARXSFR AT 2R 0 ) 1 A AR AR
WU R He AR T 48 2 s
IR AR K E G 2 R HOR T 7T A

3) BT, nHEE N H R I — R A i L
P AR AN 22 ORI %5 SO R . AR, K
a2 KWK D | WRFTFRZFEAL,
W FESCHFAE S AR G40 0 (1) 22 AN 2 10 1R m 2 4502
AR E

4 ZERIE

RYIRIA . B RN =ik Se, K8
K g1 AF B M i 3 IR PR RO iy o o]
DRI R B 2 4 24 i R 30 T 9 11 B e 44

00046-8



¥4

Ll

BIUBEE: N 2R BR SR

9.

Fho ASCH MR T KB AR SRR 2
SR RJE MBI T E A A, R
WAL s, Sk, Ui, EESHER. R
SEDTI, o A T R 2 A R BRI
WIgTERE, oA TEAIAE R, R TR
KRS

S 3K

(1]

(2]

(10]

(11]

[12]

[13]

[14]

[15]

[16]

[17]

TAYLOR J. What is big data?[EB/OL]. http://www-01.ibm.com/
software/data/bigdata.

AGRAWAL D, BERNSTEIN P. Challenges and opportunities with
big data[R]. 2012.

Big data[EB/OL)]. http://www.villanovau.com/resources/bi/what- is-
big-data/.

HASHEM I A T, YAQOOB I, ANUAR N B, et al. The rise of “big
data” on cloud computing:
sues[J].Information Systems, 2015,47(47): 98-115.

LI G J, CHENG X Q. Research status and scientific thinking of big
data[J]. Bulletin of Chinese Academy of Sciences, 2012, 27(6):
647-657.

HUDIC A, ISLAM S, KIESEBERG P, et al. Data confidentiality

using fragmentation in cloud computing[J]. International Journal of

review and open research is-

Pervasive Computing&Communication,2013,9(1):37-51.
ATENIESE G, BURNS R, et al. Provable data possession at un-
trusted stores[C]//The 14th ACM Conference on Computer and
Communications Security. c2007:598-609.

Nirvanix cloud. Why nirvanix[EB/OL]. http://www.nirvanix.com/
company/why-nirvanix.aspx.

SAHAI A, WATERS B. Fuzzy Identity-based encryption[R]. Lec-
ture Notes in Computer Science 3494, 2004:457-473.

GOYALI 'V, PANDEY O, SAHALI A, et al. Attribute-based encryption
for fine-grained access control of encrypted data[C]//ACM CSS.
¢2006: 89-98.

YU S, WANG C, REN K, et al. Achieving secure, scalable and
fine-grained data access control in cloud computing[C]//IEEE In-
focom. ¢2010: 15-19.

LI J, ZHAO G, CHEN X, et al. Fine-grained data access control
systems with user accountability in cloud computing[C]//The 2nd
International Conference on Cloud Computing Technology and
Science, IEEE Computer Society. c2010:89-96.

BETHENCOURT J, SAHAI A, WATERS B. Ciphertext-policy
Attribute-Based Encryption[C]//IEEE Symposium on Security and
Privacy (SP '07), Berkeley. ¢2007:321-334.

CHASE M. Multi-authority attribute based encryption[R]. Lecture
Notes in Computer Science 4392. Berlin: Springer, 2007: 515-534.
HUR J, NOH D K. Attribute-Based access control with efficient
revocation in data outsourcing systems[J]. IEEE Transactions on
Parallel and Distributed Systems, 2011, 22(7):1214-1221.

GREEN M, HOHENBERGER S, WATERS B. Outsourcing the

decryption of ABE ciphertexts[C]//The 9th USENIX Security Symp.

c2011:3-18.
BLAZE M, BLEUMER G, STRAUSS M. Divertible protocols and

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

00046-9

atomic proxy cryptography[R]. Lecture Notes in Computer Science
1403. Berlin: Springer, 1998:127-144.

GREEN M, ATENIESE G. Identity-based proxy re-encryption[R].
Lecture Notes in Computer Science 4521. Berlin Heidelberg:
Springer, 2007: 288-306.

MIZUNO T, DOI H. Secure and efficient IBE-PKE proxy
re-encryption[J]. IEICE Transactions on Fundamentals of Electron-
ics, Communications and Computer Science, 2011, 94(1):36-44.
ZHAO J, FENG D G, YANG L, et al. CCA-secure type-based proxy
re-encryption without pairings[J]. Acta Electronica Sinica, 2011,
39(11):2513-2519.

WU X X, XU L, ZHANG X W. A certificateless proxy
re-encryption scheme for cloud-based data sharing[C]//The 18th
ACM Conference on Computer and Communications Secu-
rity(CCS). ¢2011:869-871.

LIANG K T, LIU J K, WONG D 8, et al. An efficient cloud-based
revocable identity-based proxy re-encryption scheme for public
clouds data sharing[C]//The 19th European Symposium on Re-
search in Computer Security (ESORICS). c2014:257-272.

WENG J, DENG R H, DING X H, et al. Conditional proxy
re-encryption secure against chosen-ciphertext attack[C]/The 4th
International Symposium on Information, Computer, and Commu-
nications Security (ASIACCS). c2009. 322-332.

FANG L M, SUSILO W, GE C P, et al. Chosen-ciphertext secure
anonymous conditional proxy re-encryption with keyword search[J].
Theoretical Computer Science, 2012, 462(1):39-58.

FANG L M, WANG J D, GE C P, et al. Fuzzy conditional proxy
re-encryption[J]. Science China Information Sciences, 2015, 56(5):
1-13.

CHOW S, WENG J, YANG Y, et al. Efficient unidirectional proxy
re-encryption[R]. Lecture Notes in Computer Science 6055. Berlin:
Springer, 2010: 316-332.

LAN C H, WANG C F. A new conditional proxy re-encryption
scheme based on secret sharing[J]. Chinese Journal of Computers,
2013, 36(4):895-902.

Homomorphic encryption[EB/OL].https://en.wikipedia.org/wiki/
Homomorphic_encryption.

GENTRY C. Fully homomorphic encryption using ideal lat-
tices[C]/The 41st Annual ACM Symposium on Theory of Com-
puting (STOC). c2009:169-178.

SMART N P, VERCAUTEREN F. Fully homomorphic encryption
with relatively small key and ciphertext sizes[C]//The Public Key
Cryptography (PKC). c2010: 420-443.

GENTRY C, HALEVI S, SMART N P. Fully homomorphic en-
cryption with polylog overhead[C]//Advances in Cryptology. c2012:
465-482.

GENTRY C, HALEVI S, SMART N P. Better bootstrapping in
fully homomorphic encryption[C]//The Public Key Cryptography
(PKC).c2012:1-16.

BRAKERSKI Z, GENTRY C, HALEVI S. Packed ciphertexts in
LWE-based homomorphic encryption[C]/The Public-Key Cryp-
tography (PKC). c2013:1-13.

GENTRY C. Toward basing fully homomorphic encryption on
worst-case hardness[C]//Advances in Cryptolog. c2010:116-137.
BRAKERSKI Z, VAIKUNTANATHAN V. Fully homomorphic



«10 -

W2 5 R 2 A

2%

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

(48]

[49]

[50]

[51]

[52]

encryption from ring-LWE and security for key dependent mes-
sages[C]//Advances in Cryptology. c2011:505-524.

LOPEZ A, TROMER E, VAIKUNTANATHAN V. On-the-fly
multiparty computation on the cloud via multi-key fully homomor-
phic encryption[C]//The 44th Annual ACM Symposium on Theory
of Computing (STOC). ¢2012:1219-1234.

DIJK M V, GENTRY C, HALEVI S, et al. Fully homomorphic
encryption over the integers[C]//Advances in Cryptology. ¢2010:
24-43.

CORON J, MANDAL A, NACCACHE D, et al. Fully homomor-
phic encryption over the integers with shorter public key[C]/ Ad-
vances in Cryptology. c2011: 487-504.

CHEON J H, CORON J, KIM J, et al. Batch fully homomorphic
encryption over the integers[C]//Advances in Cryptology. ¢2013:
315-335.

ATENIESE G, BURNS R, CURTMOLA R, et al. Provable data
possession at untrusted stores[C]//The 14th ACM Conference
on Computer and Communications Security (CCS). ¢2007:
598-609.

WANG C, WANG Q, REN, K, et al. Privacy-preserving public
auditing for data storage security in cloud computing[C]/The 29th
IEEE Infocom. ¢2010: 1-9.

ZHU Y, WANG H, HU Z, et al. Dynamic audit services for integrity
verification of outsourced storages in clouds[C]/The 2011 ACM
Symposium on Applied Computing (SAC). c2011: 1550-1557.
YANG K, JIA X. An efficient and secure dynamic auditing protocol
for data storage in cloud computing[J]. IEEE Transactions on Par-
allel and Distributed Systems, 2013,24(9):1717-1726.

LI N, LI T, VENKATASUBRAMANIAN 8. T-Closeness: privacy
beyond k-anonymity and I-diversity[C]//The 23rd IEEE Interna-
tional Conference on Data Engineering (ICDE). ¢2007: 6-115.

ZHU Q, ZHAO T, WANG S. Privacy preservation algorithm for
service-oriented information search[J]. Chinese Journal of Com-
puters, 2010, 33(8):1315-1323.

DODIS Y, VADHAN S, WICHS D. Proofs of retrievability via
hardness amplification[C]//The 6th Theory of Cryptography Con-
ference (TCC). ¢2009:109-127.

WANG Q, WANG C, LI J, et al. Enabling public verifiability and
data dynamics for storage security in cloud computing[C]//The 14th
European Symposium on Research
(ESORICS). ¢2009:355-370.

WANG Q, WANG C, REN K, et al. Enabling public verifiability

and data dynamics for storage security in cloud computing[J]. IEEE

in Computer Security

Transactions on Parallel and Distributed Systems, 2011, 22(5):
847-859.

SANDHU R S, COYNE E J, FEINSTEIN H L, et al. Role-based
access control models[J]. Ansi Incits, 2009, 4(3): 554-563.

RAY I, KUMAR M, YU L . LRBAC: a location-aware role-based
access control model[C]//The 2nd International Conference on In-
formation Systems Security. ¢2006: 147-161.

ZHANG Y J, FENG D G. A role-based access control model based
on space, time and scale[J]. Journal of Computer Research and De-
velopment, 2010, 47(7): 1252-1260.

Attribute-based access control[EB/OL]. https://en.wikipedia.org/

wiki/Attribute-based access_control.

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

00046-10

SUN G Z, DONG Y, LI Y. CP-ABE based data access control for
cloud storage[J]. Journal on Communications, 2011,32(7):146—152.
SUSHMITA R, MILOS S, AMIYA N. Privacy preserving access
control with authentication for securing data in clouds[C]//The 12th
IEEE/ACM International Symposium on Cluster, Cloud and Grid
Computing. c2012: 556-563.

LIANG X H, CAO Z F, LIN H, et al. Attribute based proxy
re-encryption with delegating capabilities[C]/The 4th International
Symposium on Information, Computer and Communications Secu-
rity (ASIACCS). ¢2009:276-286.

HONG C, ZHANG M, FENG D G AB-ACCS: a cryptographic
access control scheme for cloud storage[J]. Journal of Computer
Research and Development, 2010, 47(Z1):259-265.

YU S C, WANG C, REN K, et al. Attribute based data sharing with
attribute revocation[C]/The 5th International Symposium on In-
formation, Computer and Communications Security (ASIACCS).
€2010: 261-270.

YU S C, WANG C, REN K, et al. Achieving secure, scalable, and
fine-grained data access control in cloud computing[C]//The Info-
com. ¢2010: 1-9.

CHASE M. Multi-authority attribute based encryption[C]//The 4th
Theory of Cryptography Conference (TCC). ¢2007: 515-534.
YANG K, JIA X H. Attribute-based access
multi-authority systems in cloud storage[C]//The 32nd International

control  for

Conference on Distributed Computing Systems. c2012: 536-545.
LIU X J, XIA Y J, JIANG S, et al. Hierarchical attribute-based
access control with authentication for outsourced data in cloud
computing[C]//The 12th International Conference on Trust, Secu-
rity and Privacy in Computing and Communications, IEEE.
€2013:477-484.

Data deduplicaiton[EB/OL]. https://en.wikipedia.org/wiki/Data_
deduplication.

DOUCEUR J R, ADYA A, BOLOSKY W J, et al. Reclaiming space
from duplicate files in a serverless distributed file system[C]/In-
ternational
€2002:617.
STORER M W, GREENAN K, LONG D D, et al. Secure data
deduplication[C]//The 4th ACM International Workshop on Storage
Security and Survivability. c2008: 1-10.

BELLARE M, KEELVEEDHI S, RISTENPART T. Message-
locked encryption and secure deduplication[]M]// EUROCRYPT.
Berlin Heidelberg: Springer, 2013:296-312.

BELLARE M, KEELVEEDHI S, RISTENPART T. DupLESS:
server-aided encryption for deduplicated storage[C]/The USENIX
on Security (SEC), ACM. ¢2013:179-194.

Conference on Distributed Computing Systems.

LIJ, CHEN X, LI M, et al. Secure deduplication with efficient and
reliable convergent key management[J]. IEEE Transactions on Par-

allel and Distributed Systems , 25(6): 1615-1625.

ZHOU Y, FENG D, XIA W, et al. SecDep: a user-aware efficient
fine-grained secure deduplication scheme with multi-level key
management[C]// IEEE MASS Storage Systems and Technologies.
c2015:1-14.

JOUKOV N, PAPAXENOPOULOS H, ZADOK E. Secure deletion
myths, issues, and solutions[C]//ACM Workshop on Storage Secu-
rity and Survivability. ¢2006:61-66.



54

BIAE: KA L2 R BRLE

e 1] -

[70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

[83]

[84]

[85]

[86]

CRESECENZO G D, FERGUSON N, IMAGLIAZZO R, et al.
How to forget a secret?[C]//The 16th Symp on Theoretical Aspects
of Computer Science (STACS 1999). ¢1999: 500-509.

PERLMAN R. File system design with assured delete[C]//IEEE
International Security in Storage Workshop. ¢2005:83-88.
GEAMBASU R, KOHNO T, LEVY A, et al. Vanish: increasing
data privacy with self-destructing data[C]//The 17th USENIX Se-
curity Symposium. ¢2009: 299-316.

CACHIN C, HARALAMBIEV K, HSIAO H C, et al. Policy-based
secure deletion[C]//ACM Sigsac Conference on Computer &
Communications Security. c2013:259-270.

SONG D X, WAGNER D, PERRIG A. Practical techniques for
searches on encrypted data[C]//The IEEE Symposium on Security
and Privacy (S&P). ¢2000: 44-55.

CURTMOLA R, GARAY J, KAMARA S, et al. Searchable sym-
metric encryption: improved definitions and efficient construc-
tions[C]//The 13th ACM Conference on Computer and Communi-
cations Security (CCS). c2006. 79—88.

LIESDONK P V, SEDGHI S, DOUMEN J, et al. Computationally
efficient searchable symmetric encryption[C]//The International
Workshop on Secure Data Management (SDM). c2010: 87-100.
KUROSAWA K, OHTAKI Y. UC-secure searchable symmetric
encryption[C]//The 16th International Conference on Financial
Cryptography and Data Security (FC). ¢2012:285-298.

CHASE M, KAMARA S. Structured encryption and controlled
disclosure[C]//Advances in Cryptology. c2010: 577-594.
BALLARD L, KAMARA S, MONROSE F. Achieving efficient
conjunctive keyword searches over encrypted data[C]//The 7th In-
ternational Conference on Information and Communications Secu-
rity (ICICS). c2005:414-426.

SONG D X, WAGNER D, PERRIG A. Practical techniques for
searches on encrypted data[C]//The IEEE Symposium on Security
and Privacy (S&P 2010). c2010:44-55.

LU Y B. Privacy-preserving logarithmic-time search on encrypted
data in cloud[C]//The 19th Network and Distributed System Secu-
rity Symposium (NDSS 2012). ¢2012:1-17.

STRIZHOV M, RAY I. Multi-keyword similarity search over en-
crypted cloud data[M]/ICT Systems Security and Privacy Protec-
tion. Berlin Heidelberg: Springer, 2014:52-65.

LIU C, ZHU L H, CHEN 7 J. Efficient searchable symmetric en-
cryption for storing multiple source data on cloud[C]// IEEE Trust-
com, Bigdatase.c2015:259-261.

BONEH D, CRESCENZO G D, OSTROVSKY R, et al. Public key
encryption with keyword search[C]//Advances in Cryptology.
€2004:506-522.

ABDALLA M, BELLARE M, CATALANO D, et al. Searchable
encryption revisited: consistency properties, relation to anonymous
IBE, and extensions[C]//Advances in Cryptology. c2005:205-222.
BAEK J, SAFAVI-NAINI R, SUSILO W. Public key encryption with
keyword search revisited[C]//The International Conference on Com-

[87]

[88]

[89]

[90]

[o1]

[92]

putational Science and Its Applications (ICCSA). c2008: 1249- 1259.
FANG L, SUSILO W, GE C, WANG J. A secure channel free pub-
lic key encryption with keyword search scheme without random
oracle[C]//International Conference Cryptology and Network Secu-
rity(CANS). ¢2009:248-258.

BELLARE M, BOLDYREVA A, O’NEILL A. Deterministic and
efficiently searchable encryption[C]/International ~Cryptology
Conference on Advances in Cryptology. c2007:535-552.
BOLDYREVA A, FEHR S, O’NEILL A. On notions of security for
deterministic encryption, and efficient constructions without ran-
dom oracles[C]//International Cryptology Conference on Advances
in Cryptology. c2008: 335-359.

MIRONOV 1, PANDEY O, REINGOLD O, ea al. Incremental
deterministic public-key encryption[M]//Advances in Cryptology.
Berlin Heidelberg: Springer, 2012:628-644.

BONEH D, WATERS B. Conjunctive, subset, and range queries on
encrypted data[C]/The 4th Theory of Cryptography Conference
(TCC). c2007: 535-554.

KATZ J, SAHAI A, WATERS B. Predicate encryption supporting
disjunctions, polynomial equations, and inner products[C]/ Ad-
vances in Cryptology. ¢2008:146-162.

EEEIT:

00046-11

BRYLEL (1984 , B, WimMA,
i, B KRR, EEMT
WA B EIE T S BEIN
il

S (1976-) , B, JTERZEN,
WK HAR . WA S, R
J7 ) D w2 SAE i 4

& (1978-) , B, ZHEEWA,
ALY KAANED IR R B, FEAT
T A B O e 4 VRIS
IV A TERRA R BARY. ¥
l)lﬁ%%%%ﬁﬁo



	01-160030-OïO

